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Abstract

Fault resilience is becoming a first-order design constraint for edge systems, since the same
sequential state can be affected by radiation-induced upsets or deliberately perturbed by fault
attacks. However, fault-injection (Fl) studies usually rely either on fast RTL simulation or on
higher-fidelity FPGA-based emulation, using different campaign definitions. In this paper, we
propose a unified Fl platform that combines simulation-based RTL injection campaigns using
Verilator with an autonomous on-chip flip-flop saboteur-based FPGA emulator under the same
fault models, statistical fault injection approach, and an integrated error classifier. We evaluate
an HLS implementation of tinyaes AES-128 using the open-source Google-XLS HLS tool and as
software on a lowRISC lbex RISC-V core using diverse configurations. The on-chip engine reaches
181,078 injections/s on the accelerator and 5,043 injections/s on the core, while RTL simulation
drops to 22 injections/s for the full soft-core. Moreover, multi-bit campaigns expose different
fault signatures: the branch-free accelerator predominantly produces Critical silent corruption,
whereas the processor increasingly manifests control-flow hangs.

Keywords: fault injection, high-level synthesis, hardware security, AES, RISC-V, Google XLS,
statistical fault injection, silent data corruption.

1 Introduction

Edge and loT systems increasingly offload cryptography, signal processing, and ML inference
to hardware accelerators, many of which are generated through High-Level Synthesis (HLS)
rather than manually written RTL [1]. HLS improves design productivity; however, loop unrolling,
pipelining, resource sharing, and scheduling also determine which state elements exist and how
a transient fault propagates. Therefore, resilience is partly fixed at the C/scheduling level,
although the resulting fault behavior becomes visible only after RTL generation or
implementation.

Fault resilience is relevant to both reliability and security. SRAM-FPGA state is susceptible to
single- and multi-bit upsets [2], while Differential Fault Analysis (DFA) exploits deliberately



induced faults that output erroneous ciphertexts [3-5, 15]. To this end, we classify an execution
that completes with an incorrect output as Critical, since it corresponds to silent data corruption
and provides the faulty-output primitive required by DFA. Quantifying whether injected faults
are masked, become Critical, or prevent completion is therefore essential for evaluating an
implementation.

Existing HLS-security studies mainly expose design-flow vulnerabilities or modify scheduling

and binding [6,7], while established FI studies typically operate at one abstraction level, e.g.,
simulation [8,9] or FPGA-based emulation [10]. To the best of our knowledge, a statistically sized
methodology that follows the same target from RTL injection to autonomous on-silicon flip-flop
emulation is missing. We address this gap by treating the injection level as an experimental
variable under a common campaign definition. Specifically, this work makes the following
contributions:

1. We propose a unified Fl platform in which Verilator-based RTL simulation and an
autonomous on-chip saboteur-based FPGA emulator share the same fault model,
statistical fault injection approach, and Silent/Critical/Hang classifier.

2.  We design a dual-core on-chip engine that executes a complete campaign against a live
golden replica with one host round-trip, reaching statistically sized campaigns at rates
that RTL simulation of a full soft-core cannot sustain.

3.  We conduct a 99% confidence, 0.5% margin study of tinyaes AES-128 as a Google-XLS
HLS accelerator and as software on an Ibex RISC-V core across flip/set/reset faults and
multiplicities 1-5.

4. We parameterize the complete workflow through one JSON descriptor, allowing the
same Fl infrastructure to be retargeted without source-code changes.

2 Related Work

Leveugle et al. [8] derive the sample-size rule used to bound Fl error for a target confidence
and margin, while Papadimitriou et al. [9] study soft-error injection across the abstraction layers.
DFA work establishes that few, or even a single, faulty AES ciphertexts can be sufficient for key
recovery [3-5]. FPGA studies characterize multi-bit upsets [2] and use circuit emulation for FI
[10]; HLS-security work addresses confidentiality and design-flow weaknesses [6,7], and RISC-V
reliability studies inject faults into processor state [11]. Our methodology differs by combining
RTL simulation and autonomous on-chip flip-flop emulation under one framework and statistical
injection approach, while it supports the addition of custom fault models in the future. Control-
flow checking [12] and concurrent error detection [13] represent countermeasure classes that
are intentionally absent from our unprotected baseline.

3 Background and Threat Model

Fault model. We consider transient single- and multi-bit upsets in sequential state. A
multiplicity-m event perturbs m flip-flops in the same clock cycle using flip, set-to-1, or reset-to-
0 faults, and we sweep m=1-5. This covers isolated SEUs as well as localized multi-cell upsets or
security-oriented fault injection equipment.

Outcome classification. Each run is compared with a fault-free golden reference and
classified as: (a) Silent, output correct; (b) Critical, execution completes with an incorrect output;
or (c) Hang, execution does not complete within the timeout. Both injectors use exactly the
same classifier.

Statistical sizing. For population N, we follow the formulation defined in [8]. Specifically, at
99% confidence and 0.5% margin, Fl amount is approximately 66,349.



4 The Fault-Injection Platform

Figure 1 summarizes the platform. Both injection paths share the fault model, Leveugle
sample sizing, Mersenne-Twister sampling, and the Silent/Critical/Hang classifier. The HLS target
is compiled from C/C++ through Google XLS (xlscc, opt_main, codegen_main) to RTL and a
bitstream, while the software target executes the same AES implementation on a lowRISC Ibex
core.

Verilator RTL simulation. The generated Verilog is compiled once and repeated (register,
bit, cycle) injections are streamed through the resident cycle-accurate simulator. This provides a
fast pre-silicon path for compact logic, but becomes expensive when thousands of processor
cycles must be simulated for every injection.

Autonomous on-chip saboteur. The Kintex-7 implementation contains a faulted DUT beside
a live golden replica. The host transfers the program and one campaign descriptor over UART
once; the FPGA then performs the complete reset-inject-run-classify loop, applies m
simultaneous perturbations to DUT flip-flops, compares against the golden copy, and returns
aggregate counts. Therefore, no per-injection host round-trip is required. Additionally, the
emulator uses either fixed AES inputs provided by the host pc once, or it generates random
numbers for the inputs and for the injection locations and time instants. On the host pc side use
of the same seed can reconstruct all the aforementioned values. Outputs of the algorithm under
evaluation, or other data (such as erroneous output bits), can be sent to the host if needed,
causing a performance reduction.
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Figure 1: Platform architecture: the same AES-128 workload is evaluated as a Google-XLS HLS accelerator
and as software on an lbex RISC-V core, using Verilator RTL injection and the autonomous on-chip saboteur
under one statistical campaign definition.

5 Experimental Setup

We use AES-128 ECB from tiny-AES-C, compliant with FIPS-197 [14]. The HLS realization is
fully unrolled by Google XLS into a branch-free 9-cycle dataflow pipeline; the software
realization is compiled for the lowRISC Ibex RV32IMC core. Both use the same frozen key and
plaintext and produce the same golden ciphertext before injection. Experiments run on a Kintex-
7 xc7k325t, with the on-chip engine controlled over a 3-Mbaud UART link. Every target/injector
pair evaluates flip, set, and reset faults for m=1-5. For m>=2, campaigns use 66,349 injections;
the finite m=1 populations are reported in Table 1.

6 Results and Discussion

6.1 On-Chip Autonomy and Injection Throughput

Table 1 reports the implemented state and measured single-bit throughput. Two findings
are important. First, the saboteur reaches 5,043 injections/s on the RISC-V target, completing a



66,349-injection campaign in approximately 13 s, because injection, execution, comparison, and
classification remain on-chip after one descriptor transfer. Second, RTL simulation speed is
target-dependent: Verilator reaches 6,767 injections/s for the 9-cycle HLS pipeline but only 22
injections/s for the lbex core. Thus, on the processor target the autonomous emulation engine is
more than 200x faster, while on the accelerator it reaches 181,078 injections/s.

Table 1: Target resources, m=1 statistical campaign size, and measured single-bit injection throughput.

Target Resources Fl state m=1inj. | RTLinj/s | FPGA inj/s
RISC-V (lbex) 3,085 LU'II351P,906 FF 1 868 core FFs 65,866 22 5,043
6,526 LUT; 1,872 FF; 26 | 311 regs/ 2,636
XLS-HLS BRAM bits 20,179 6,767 181,078

6.2 Cross-Injector and Multiplicity Results

Table 2 collects the results of every campaign. For the HLS target, Critical outcomes increase
monotonically with multiplicity for all three fault models, while Hang remains negligible. The on-
chip saboteur follows the same trend as Verilator and reports moderately higher Critical rates.
The RISC-V target exhibits a different signature: as multiplicity grows, a substantial fraction of
faults becomes Hang rather than silent corruption. These are structural differences between a
branch-free pipeline and a processor executing software, not a direct ranking of the two
implementations.

Table 2: Comprehensive results. Each cell reports Critical % / Hang %; the balance is Silent.

Target / Injector | Fault m=1 m=2 m=3 m=4 m=5
HLS / Verilator flip 8.5/0.0 16.1/0.0 22.7/0.0 27.7/0.0 32.4/0.0
HLS / Verilator set 4.4/0.0 8.5/0.0 12.5/0.0 15.9/0.0 19.1/0.0
HLS / Verilator reset 4.1/0.0 8.2/0.0 11.9/0.0 15.0/0.0 18.3/0.0
HLS / Saboteur flip 9.7/0.0 17.8/0.1 25.4/0.1 31.8/0.1 37.6/0.2
HLS / Saboteur set 5.0/0.0 9.4/0.0 14.1/0.0 17.9/0.0 21.9/0.0
HLS / Saboteur reset 4.7/0.0 9.0/0.1 13.0/0.1 16.9/0.1 20.7/0.2

RISC-V / Verilator flip 5.6/5.0 10.1/9.5 | 14.1/13.8 | 17.3/18.0 | 20.4/21.5
RISC-V / Verilator set 3.4/3.2 6.2/6.1 8.9/9.0 11.3/11.9 | 13.6/14.4
RISC-V / Verilator reset 2.2/1.8 43/35 6.3/5.3 8.0/7.0 10.0/8.5
RISC-V / Saboteur flip 3.2/5.1 6.0/9.6 8.7/14.0 | 11.4/18.2 | 14.0/22.6
RISC-V / Saboteur set 1.9/3.9 3.5/7.6 5.1/11.2 6.8/14.2 8.5/17.5
RISC-V / Saboteur reset 1.3/1.2 2.6/2.2 3.9/3.3 5.3/4.8 6.9/6.4

6.3 HLS Accelerator: Critical-Dominated Behavior

For bit-flip faults, the Verilator Critical rate rises from 8.5% at m=1 to 32.4% at m=5, while
the saboteur rises from 9.7% to 37.6% (Fig. 2). Set and reset faults are lower because they
change state only when the current bit differs from the forced value. Importantly, the Hang rate
remains at or below 0.2% for every emulation HLS campaign. Therefore, a non-masked fault in
the unprotected branch-free accelerator predominantly returns an incorrect ciphertext rather
than stopping execution, i.e., the faulty-output condition exploited by DFA [4,5].
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Figure 2: HLS accelerator: (a) Critical rate under Verilator and on-silicon bit-flip injection; (b) Critical rate
versus multiplicity for flip, set, and reset faults.

6.4 RISC-V Core: Upsets Become Hangs

The processor exhibits a different fault signature. Under emulation-based bit-flip injection,
Hang increases from 5.1% at m=1 to 22.6% at m=5, while Critical increases from 3.2% to 14.0%;
set and reset follow the same qualitative trend at lower magnitude. As multiplicity grows, faults
increasingly disturb fetch/decode/CSR or other control state and manifest as non-completion.
Figure 3 visualizes this contrast: the accelerator converts most non-masked faults into Critical
outcomes, whereas the processor increasingly diverts them into Hangs. A single-event study
would therefore understate both trends.
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Figure 3: Fault-outcome distribution versus multiplicity for bit-flip campaigns. The HLS accelerator is
Critical-dominated, while the RISC-V core increasingly manifests Hangs.

6.5 Security Implications

For the unprotected HLS accelerator, a rising Critical rate with near-zero Hangs creates the
DFA-relevant condition in which faulty ciphertexts are returned without an execution failure
[4,5]. The measured fault map can guide concurrent error detection [13] or integrity/control-
flow checks [12], while the autonomous engine allows the same protection to be validated on
the implemented bitstream at the same statistical confidence.

7 Conclusion

We presented a unified FI platform that combines Simulation-based RTL fault injection
based on Verilator and autonomous FPGA-based flip-flop emulation under one fault model,
statistical methodology, and outcome classifier. The on-chip engine reaches 181,078 injections/s
on the HLS accelerator and 5,043 injections/s on the RISC-V core, while Verilator falls to 22



injections/s on the full soft-core. Multiplicities 1-5 also expose distinct signatures: the branch-
free accelerator predominantly produces Critical silent corruption, whereas the processor
increasingly produces Hangs. Overall, the platform enables pre-silicon exploration and
statistically equivalent on-silicon validation under one campaign definition.
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