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Abstract—Silent Data Corruption (SDC) is the most severe effect
of a silicon defect in a CPU or other computing chip. The arithmetic
units of a CPU are, usually, unprotected and are, thus, the ones
that most likely produce SDCs (as well as visible malfunctions
of programs such as crashes). In this work, we shed light on
the traversal of silicon defects from their point of origin deep
inside arithmetic units of complex CPUs towards the program
result. We employ microarchitecture-level fault injection enhanced
with gate-level designs of the arithmetic units of interest. The
hybrid setup combines (i) the accuracy of the hardware and fault
modeling and (ii) the speed of program simulation to run long
programs to end (thus observing SDC incidents); the analysis that
this combination delivers is impossible at other abstraction layers
which are either hardware-agnostic (software level) or extremely
slow (gate-level). We quantify the effects of faults in two stages
and with multiple metrics: (a) how faults propagate to the outputs
of the arithmetic units when individual instructions are executed,
and (b) how faults eventually affect the outcome of the program
generating SDCs, crashes, or being masked. Our fine-grain findings
can be utilized for informed fault detection and tolerance strategies
at the hardware or the software levels.

Index Terms—silent data corruption, silicon defects, microarchi-
tectural simulation, fault injection, arithmetic units

I. INTRODUCTION

The rapid growth of hyperscale data centers operated by
companies such as Meta [1], Google [2], Alibaba [3] and
others has brought to light a critical issue: an unexpectedly
high incidence of Silent Data Corruptions (SDCs) in CPUs.
These errors, generated by approximately one in every thousand
CPUs, stem from defects in silicon and escape the error detection
mechanisms at the hardware, system, or application layers. As
a result, they pose a severe threat to data integrity, application
correctness, compromise trust in computing [4], and incur
significant engineering and operational expenses for data centers.
Various factors, including CPU and system numbers, microar-
chitectures, manufacturing technologies, operating conditions,
age, and workload profiles only increase the complexity of the
problem.

Despite the focus on array units fault assessment in CPUs [5]–
[15], there is a notable gap in understanding the full-system
impact of faults in other critical areas, such as integer and
floating-point scalar arithmetic units and their modern vector
counterparts. These components are essential for computational
efficiency and are tricky to protect due to their direct contribution
to performance metrics like the clock cycle. Unlike arrays that
can be shielded against fault using error-correcting techniques
with modest performance impact, arithmetic units are more
challenging to protect, and their faults often remain undetected.

While transient faults in arithmetic units are less common [16],
the unexpectedly high rates of SDCs reported by hyperscalers
highlight a pressing need to address other types of faults in
them.

Analyzing hardware problems at the microarchitecture level
is the best way to balance accuracy and speed, performing
broad design space exploration before the costly implementation
stages. For the study of resilience, microarchitecture-level
approaches enable rapid simulation — allowing fault injection
experiments with high statistical significance — and support
the execution of long workloads to completion (which is crucial
to verify if the final output is compromised - thus measuring
SDC incidents), all while maintaining faithful modeling of
the underlying hardware. The specific requirements for such
microarchitecture-level analysis depend on: (a) the hardware
units of interest and (b) the fault models and their effects under
consideration. Faults in any hardware structure can potentially
lead to a silently corrupted output. However, the probability of
SDC incidents strongly depends on (a) the operation/role of the
hardware unit in instruction execution, and (b) the hardware
protection scheme it encapsulates. We refer below to ”faults”
in general. Still, the main focus is on faults with a more
persistent nature than transients, i.e., permanent or intermittent
faults, since it is commonly agreed that the SDC problem
from CPUs is not due to transient faults [1], [2], [17], [18].
In particular, persistent faults in the integer ALUs of a CPU
have a mixed impact on both the control flow (condition and
pointer calculations) and the data flow. Thus, they have some
likelihood of contributing to SDC incidents, since they are
hardware units that encounter the highest frequency of use in
program execution. On the contrary, other CPU components,
usually hardened by a detection/correction method, are less
likely to result in corruption, e.g., cache memory arrays, large
buffers, and queues.

Integer arithmetic units like adders and multipliers in modern
CPUs are typically unprotected, and their fault occurrence
and propagation haven’t been thoroughly examined through
microarchitecture-level simulations. This paper fills this gap by
analyzing the impact and system-wide propagation of gate-level
faults in these units. We extend the gem5 microarchitectural
simulator by incorporating detailed gate-level fault injection into
these critical CPU components. By injecting permanent faults
(as a worst-case scenario) into gate-level models, we preserve
the speed of microarchitecture-level analysis for long workloads
while improving hardware modeling accuracy, unlike earlier



methods that introduced significant overheads [19].
This paper addresses several key research questions to gain a

more profound understanding of the critical SDC phenomenon
and the way silicon defects propagate through the layers to
corrupt the program output. Through these research questions,
we examine the differences among various system components
and explore how they behave across different workloads.
Specifically, this work aims to investigate the following:

1) What is the probability that a gate-level fault propagates
to the output of a functional unit, leading to errors that
can potentially affect the program output?

2) What is the Bit-Error-Rate (BER) at the output of the
functional unit as a result of faults?

3) How likely are crashes (i.e., visible errors) and SDCs to
occur, and how frequently are faults masked or rendered
inconsequential?

4) How does the BER at the outputs of the functional
units correlate with the final program outcome, and what
insights can we draw from this interaction?

5) In what ways does the number of error bits impact the
program’s behavior and its outcome?

6) What are the error rates of individual instructions due to
gate-level faults, and how are these error rates correlated
with the outcome of program execution?

By exploring these questions, the paper aims to provide a
comprehensive understanding of how faults at the gates translate
into higher-level system behavior and system reliability.

II. BACKGROUND

A. Defects, Faults, Errors

A fault in a CPU models a physical issue (a silicon defect
or an external disturbance) that causes a discrepancy between
expected and actual operation, with faults manifesting as errors.
High-energy particles cause transient faults, while silicon defects
lead to intermittent or permanent faults. If a faulty hardware
resource is not accessed during program execution, the fault is
considered benign; otherwise, it may lead to output corruption
(SDC), crash, or error notifications. SDCs are particularly prob-
lematic because they compromise data integrity and software
accuracy unexpectedly [20] with any noticeable indication.
Traditionally, CPU Reliability, Availability, and Serviceability
(RAS) design has focused on mitigating particle-induced faults,
or ”soft errors” [21]. However, recent SDC reports from Meta,
Google, and Alibaba suggest new fault causes, such as marginal
defects that arise under specific conditions like temperature
or workload patterns, leading to intermittent faults [20], [22]–
[24]. Additionally, device degradation and lifetime reliability
are significant in modern processors, causing both intermittent
and permanent faults, necessitating an in-depth understanding
of various physical fault sources and their implications [1], [2],
[20].

B. Silent Data Corruptions

Silent errors within hardware devices occur when defects
manifest in parts of the circuit (in our case a CPU chip), that
are not equipped with any checking logic to detect incorrect

results [25]. These errors can range from flipping a single
bit of data to executing wrong instructions, impacting large-
scale infrastructure services. SDCs escape error reporting and
hardware fault tolerance, making them untraceable at the
hardware level but visible as application-level issues, potentially
resulting in data loss and lengthy debugging. Various defect
types in silicon manufacturing contribute to SDCs, necessitating
methodologies and debug flows to identify faulty instructions.
Mitigation involves modifying the hardware and implementing
detection/testing methodologies across the CPU fleet [26].

III. METHODOLOGY

In this section, we present in detail how we leverage the gem5
microarchitecture-level simulator [27] to simulate thousands
of defective chips with faults in the gates of the functional
arithmetic units of the CPU, observing their effects on actual
workloads running end-to-end on top of a Linux operating
system.

A. Functional unit fault injection in gem5

gem5 [27]–[29] is a versatile and widely utilized open-source
simulator in the realm of computer architecture research. Its
modular framework enables the simulation of various processor
designs, from simple in-order cores to complex superscalar
out-of-order (OoO) microarchitectures.

In this work, we employ the gem5 simulator to model a
modern x86-64 microarchitecture (see Table I). While gem5
offers a configurable OoO model for simulating the specified x86
chips, its treatment of functional units is rudimentary. Arithmetic
unit operations are implemented at a functional level; i.e., the
unit’s internal operation is not simulated, thereby ignoring all
structural information and intrinsic operation details.

To conduct Statistical Fault Injection (SFI) on the logic
gates of arithmetic units and observe their impact on workload
execution, we undertake the following steps:

1) Generate gate-level models of functional units in C++.
These models are automatically generated in C++ for easy
integration into the gem5 code base. We have based our
model generator on [30].

2) Instrument the C++ gate-level models to enable fault
injection on any gate of the modeled functional unit [31].
For the purposes of this paper, we inject permanent (stuck-
at) faults, but the models can be instrumented for several
other fault types.

3) Integrate these gate-level models into gem5 using a
smart hybrid approach aimed at minimizing simulation

TABLE I
MICROARCHITECTURAL CONFIGURATION.

Parameter Value
L1 Data/Instruction Cache 32KB 8-way / 32KB 8-way
L2 Cache 512 KB 8-way
Physical Register File 192 Int; 160 FP
LQ/SQ/IQ/ROB Entries 44/48/148/256
Scalar Int FUs 5 Add; 1 Mul
Scalar FP FUs 2 Add; 2 Mul
Vector Int FUs 4 Add; 2 Mul
Vector FP FUs 2 Add; 2 Mul
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Fig. 1. Percentage of faults that propagate to the output of the functional unit for all 5 adders (top subplot) and 1 multiplier (bottom subplot) of a superscalar
core across 17 workloads. Note different axis limits between adder and multiplier subplots.

throughput loss (which is less than 4 percent even for
the most complex units). Older approaches that evoke an
external gate-level simulator had more than 2x throughput
loss [19].

4) Create a custom fault injection controller within gem5 to
handle fault injection.

5) Utilize a highly optimized fault injection campaign man-
ager designed to execute multiple parallel fault injections,
leveraging the full processing speed of the host machine.
Parallel fault injection and subsequent optimizations,
which will be elaborated on later, significantly enhance the
simulation throughput of our fault injection campaigns.

Having implemented our fault injector for arithmetic units,
to obtain the results presented in the next section, we perform
SFI with a sample size of 500 gates for each of the components
we study. For each of the gates, we simulate a stuck-at-0 and
stuck-at-1 fault scenario for a total of 1000 fault injections per
arithmetic unit for each of the benchmarks we employ.

B. Benchmarks

As we highlight in the following section, the impact of
faults significantly depends on the running workloads. To
ensure a comprehensive analysis we employ a diverse set
of 17 benchmarks. We selected 14 benchmarks from the
MiBench suite [32], a collection commonly utilized in reliability
studies [33], [34], due to its representative benchmarks that
allow end-to-end execution in microarchitectural simulators.
In addition to these benchmarks, we employ three additional
benchmarks from widely used Linux libraries (included in
OpenDCDiag [35]). This selection of benchmarks enables
a thorough investigation of fault behavior across a broad
spectrum of real-world applications and scenarios, ensuring that
our findings reflect both general trends and workload-specific
variations in fault sensitivity.

IV. EXPERIMENTAL RESULTS

In this section, we analyze the results obtained by following
the methodology described in Section III. We begin at the gate
level, where we present the propagation of gate-level stuck-
at faults to the outputs of functional units, highlighting the
diverse behavior observed across the 17 benchmarks and two
types of functional units (i.e., integer adders and multipliers1)
(Fig. 1). To quantify the errors at the functional unit outputs,
we subsequently present Bit-Error-Rate (BER) measurements
for the relevant components (Fig. 2). Leveraging the simulation
throughput of gem5 (around 1M simulated instructions per
second), we can run the benchmarks to completion, which
enables us to observe the effect of the faults on the program
outputs and classify them into Crashes, Silent Data Corruptions
(SDCs), or Masked (Fig. 3). By combining data on fault
outcomes and functional unit output errors, we attempt to
establish a relationship between the two (Figs. 4, 5). Lastly, we
present instruction error rates for the Crash and SDC outcomes
(Fig. 6). A broad spectrum of fault detection and recovery
techniques can be built on the fine-grain findings of our analysis.

A. Functional unit gate-level fault propagation

In Fig. 1, we present the percentage of injected faults that
propagate to the output of the functional units (at least once
during program execution) for the five integer adders and
one multiplier in the modeled microarchitecture, across the
17 benchmarks. For the adders, we observe that the benchmarks
activate (cause the unit to produce at least one erroneous
result) between 90% and 98% of all adder faults, while for
the multiplier, they activate between 65% and 98% of faults. In
the case of the adders, there is a moderate level of variability
among the five adder functional units. This variation is due
to the instruction scheduling mechanism of the CPU, which

1The adder design is a 64-bit carry-lookahead adder with 4-bit carry-lookahead
blocks whereas the multiplier is a high-speed 64-bit Dadda tree multiplier.
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Fig. 2. Bit-Error-Rate (BER) at the output of all 5 adders (top subplot) and 1 multiplier (bottom subplot) of a superscalar core across 17 workloads.

determines which operations—and consequently, which data
values—are assigned to each unit. The two implementations of
the Sha algorithm exhibit the smallest degree of fault masking,
likely due to the nature of the algorithm (hashing), which heavily
utilizes the integer adders with diverse input data (the data to be
hashed is random). In such workloads, every calculation result
matters.

Observation #1: Gate-level stuck-at faults are more likely to
propagate to the unit output in adders compared to multipliers.
Masking strongly depends on both the workload and the
scheduling, as these two factors determine the input values
fed into the functional unit.

B. Functional unit Bit-Error-Rates

Fig. 2 shows the Bit-Error-Rate (BER) of each of the six
functional units we analyzed. The BER is the ratio of erroneous
bits over the total number of bits that were produced by the
respective functional unit. For the adders, we observe similar
BERs among benchmarks, ranging from 0.035 to 0.055. On
the other hand, the BER of the multiplier is high for only two
benchmarks (untoast, jpegc) approaching 0.06. For the rest of
the benchmarks, it stays considerably lower, closer to 0.01. This
can be attributed to the relatively low utilization of the multiplier
by these workloads, resulting in less diverse inputs being fed
into the unit.

Observation #2: For adders we observe a much more
uniform BER across workloads compared to the multiplier.
Adders are the most heavily utilized FUs and thus get a
constant stream of inputs on almost all workloads.

C. Fault outcomes

Fig. 3 shows the fault outcomes for all injected faults in the
6 functional units across the 17 benchmarks. To obtain these
outcomes, we ran the program to completion for each injected
fault, totaling more than 100,000 full-system simulations for
this study. A Crash means that either the program or the kernel
crashed, preventing the program from running to completion.
An SDC (Silent Data Corruption) occurs when the program runs

to completion, but its output is corrupted. A fault is considered
Masked when it either does not produce any errors in the
functional unit’s output (Masked Internal) or when the errors
that occurred do not affect the final output of the program
(Masked External).

For the five adders, we observe that the predominant fault
outcome is Crashes. This is due to the nature of the data
processed by the adders (pointers, array, and loop indices,
stack addresses, etc.), making it very likely that corruption
of such data will result in a Crash. Crashes for the five adders
occur in over 80% of the injected faults. SDCs due to adder
faults are relatively less probable, ranging from 0% to 18%.
The two implementations of the Sha algorithm produce the
largest number of SDCs. This can be attributed to the nature
of the hashing algorithm, which makes extensive use of the
integer adders, where every bit matters. Masking in the adders is
relatively low, and on average, external masking (i.e., beyond the
boundary of the functional unit—either at the microarchitecture
or software level) is more common.

Observation #3: The predominant fault outcome for integer
adders is crashes. The multiplier experiences higher masking
and produces more SDCs on average.

For the multiplier (note the different y-axis ranges), we
observe that Crashes are less likely, ranging from 30% to
65%. SDCs occur in several benchmarks (bitcount, fft inv, fft,
untoast, jpegc), ranging from 5% to 20%. Masking is much
larger compared to the adders. This holds true for both internal
and external masking. The higher rate of internal masking can
be attributed to the deeper tree structure of the unit, while the
increased external masking is likely due to the way software
uses the multiplication data (e.g., in many cases, the upper 64
bits of a 64x64-bit multiplication are discarded).

D. Functional unit output errors and program outcomes

Fig. 4 shows the Bit-Error-Rate (BER) distribution of the
three different fault outcomes (Crash, SDC, Masked) for the
adders and multiplier, respectively. For the adders, we observe
that Crashes, the predominant outcome, can occur across a wide
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Fig. 3. Final program execution outcomes due to injected gate-level faults for all 5 adders (top subplot) and 1 multiplier (bottom subplot) of a superscalar core.
Note different axis limits between adder and multiplier subplots.

range of BER values, with a relatively spread-out distribution.
The mean BER for Crashes is 0.057, with a standard deviation
of 0.15. The maximum BER for Crashes can be as high as
0.87. On the contrary, for the SDCs and Masked outcomes, the
BER distribution is much narrower and lower, with mean BER
values of 2.2 × 10−4 and 4.4 × 10−4 for SDCs and Masked
outcomes, respectively. The maximum BERs for SDCs and
Masked outcomes are 0.03 and 0.063, respectively.

Observation #4: For faults in adders to result in an SDC or
be Masked the BER of the adder has to be extremely low.
In contrast, for the multiplier, Crashes, SDCs, and Masked
outcomes are likely across the BER range.

For the multiplier, SDC and Masked outcomes are much
more likely, and all three distributions are considerably more
spread out. This indicates a significantly lower correlation of
the fault outcome with the BER for the multiplier. Both Crash
and Masked outcomes have a mean BER of 0.12, with similar
standard deviations. SDCs exhibit a higher mean BER of 0.05,
and they even occur with a maximum BER of 0.41.

Since the same BER can result from either fewer, larger
(many-bit) errors or more frequent, smaller (few bits) errors,
Fig. 5 presents the fault outcomes (specifically Crashes and
SDCs) as a function of the number of error bits observed at

(a) (b)

Fig. 4. Bit-Error-Rate (BER) distribution for the three possible fault injection
outcomes (a) for the integer adders and (b) for the integer multiplier.

the output of the FUs. For the adders, Crashes occur across the
entire range of error bits, while SDCs steadily decrease as the
number of error bits increases, with a notable resurgence in the
25-52 bit range. A similar pattern is observed for the multiplier,
although SDCs increase in the 17-64 error bit range.

Observation #5: For adders, the occurrence of SDCs
significantly decreases as the number of error bits at the
unit’s output increases. In contrast, for the multiplier, we
observe a more uniform pattern.

E. Instruction error rates

By instrumenting the execution engine of gem5, we extract
the Error Rate of instructions that pass through the 6 FUs
where we perform fault injections2. Fig. 6 shows the measured
instruction error rates for both Crash and SDC outcomes.
We observe that in the case of SDCs, instruction error rates
are lower on average. Additionally, several instructions are
missing from the SDC subplot, indicating that these instructions
(e.g., leave, sysret, etc.) almost always result in crashes.
An interesting observation is that control flow and stack
management instructions, such as ret, call, push, pop,
etc., exhibit much lower error rates in SDC outcomes. This
is because errors in these instructions are far more likely to
result in crashes, as erroneous data in control flow and stack
management is typically catastrophic.

Observation #6: Instruction error rates are on average higher
for Crash outcomes. A lot of control flow and stack manage-
ment instructions never result in SDCs in our experiments
as corruptions of their values trigger segmentation faults or
even kernel crashes.

2The error rate of an instruction is defined as the number of such instructions
that use erroneous data from the arithmetic unit divided by all the instruction
executions
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V. RELATED WORK

The SDC problem in computing systems has garnered
significant attention recently [1], [2], [17], [25]. Previous
research has extensively explored faults in CPU array structures
(mostly due to transient faults) through microarchitecture-level
simulation (e.g., [5], [10], [26], [33], [34], [36]–[39]). CPU
array structures, nowadays, are mostly protected and are much
less likely to contribute to SDCs. Our focus is on arithmetic
hardware units that have virtually no protection and have been
correlated with SDCs in recent reports [1]. Limited modeling
of faults in arithmetic hardware units (simple ALU and address
generation unit) using a microarchitectural simulator has been
performed in [19]. The authors used two approaches: 1) They
utilized an external gate-level simulator to model the faulty
arithmetic units injecting stuck-at and delay faults. Every time
the microarchitectural simulator operated on the faulty unit,
the microarchitectural simulator was paused and the gate-level
sim was invoked. This caused a massive overhead, reducing
throughput by a factor of more than 200%, 2) They employed
a statistical model at the output of the hardware units trained
by gate-level simulation. While this approach was much faster,
there was a significant loss in accuracy. Many studies in the
literature discuss silent data corruptions, but they typically focus
on the software layer and how applications are affected by
these corruptions without taking the underlying hardware into
account. This fails to consider the hardware-induced faults that
can silently corrupt the software output [8]. Fang et al. in [40]
presented a full-software stack study of SDCs, while Guan et
al. in [41] conducted an empirical study of SDCs vulnerability
in sorting algorithms.

VI. CONCLUSION

This paper investigates Silent Data Corruptions (SDCs) caused
by silicon defects in CPU arithmetic units in a unique setup.
Using a hybrid fault injection framework, combining gate-level
fault modeling with microarchitecture simulation, we analyzed

the propagation of faults through functional units and their
impact on program execution. We quantified the likelihood
of gate-level faults to affect the outputs, measured the Bit-
Error-Rate (BER), and assessed the chances of crashes, SDCs,
and masking. Additionally, we examined how BER and error
bits influence the program outcomes and analyzed the error
rates of individual instructions. Our findings can be employed
in hardware and software protection to mitigate SDC risks,
improve system reliability, and drive future research on fault
tolerance and workload-specific strategies.
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